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Introduction

Purpose

This exercise gives participants an opportunity to evaluate current response concepts, plans, and capabilities for a response to a terrorist event in the Capitol Region.  The exercise will focus on local emergency responder command and control coordination, critical decisions, notifications, and the integration of State and Federal assets necessary to save lives and protect public health and safety following a conventional explosive terrorist event.  The role of public information strategies and the formation of a Joint Operations Center (JOC) will be critical to the overall response effort.
Scope

This exercise emphasizes the role of the local responder, State agencies and the Federal Bureau of Investigation (FBI) in response to the potential consequences of a terrorist event.  Processes and decision making are more important than minute details. 

Design Objectives 

Exercise design objectives are focused on improving understanding of a response concept, identifying opportunities or problems, and/or achieving a change in attitude.  The exercise will focus on the following design objectives selected by the FBI Exercise Planning Committee (EPC):

· Test the establishment of a unified command system.
· Train and educate senior management in the implementation of the NRP and NIMS.

· Test how terrorism information and intelligence is reported, received, analyzed, and disseminated between Federal, State, and local jurisdictions.

· Test the public information formulation and dissemination process for a terrorism incident.

· Test where the decisions are going to be made and by whom.

· Determine what the “trigger” points are to transition responsibility from the local incident commander to the State or Federal Government and what the supporting element requirements are.

Exercise Structure

This will be a multimedia, facilitated tabletop exercise.  Players will participate in the following three distinct modules: 

· Module 1 – Pre-Incident
· Module 2 – Incident
· Module 3 – Post-Incident
Exercise Format

Each module begins with a situation briefing or update presented to the plenum.  Following each situation update, players will be guided through a facilitated “timeline” discussion to describe their actions, decisions, and notifications as necessitated by the situation or change in resource status.  Players are encouraged to ask questions of other participants.  If breakout groups are utilized, a spokesperson from each group will be designated to present a synopsis of the group’s discussion, issues, and recommendations to the plenum.  At the end of each discussion, the exercise facilitator will highlight key elements of that response phase.
Roles and Responsibilities

Players respond to the situation presented based on expert knowledge of response procedures, current plans and procedures, and insights derived from training.

Observers support the group in developing responses to the situation during the discussion; however, they are not participants in the moderated discussion period.

Facilitators provide situation updates and moderate discussions.  They also provide additional information or resolve questions as required.  Key planning committee members may also assist with facilitation as Subject Matter Experts (SME) during the tabletop exercise.

Evaluators are specifically selected peers who observe the discussion in order to provide feedback to a specific participating organization. 

Assumptions and Artificialities

In any exercise a number of assumptions and artificialities may be necessary to complete play in the time allotted.  During this exercise, the following apply:

The scenario is plausible, and events occur as they are presented.

There are no “hidden agendas” or trick questions.

All players receive information at the same time.

Exercise Rules

Varying viewpoints, even disagreements, are expected.  This is intended to be a safe, open, no-fault, and stress-free environment. 

Respond based on your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from training.

Decisions are not precedent setting and may not reflect your organization’s final position on a given issue.  This is an opportunity to discuss and present multiple options and possible solutions.

Issue identification is not as valuable as suggestions and recommended actions that could improve response and preparedness efforts.  Problem-solving efforts should be the focus.

Assume cooperation and support from other responders and agencies.

The situation updates, written material, and resources are the basis for discussion.  There are no situational injects.

Additional Resources

During the exercise, you may need some specific information to assist you in making a decision.  The appendices to this Situation Manual (SITMAN) contain additional information you may use in your discussion.  As you participate, draw on your experience, knowledge, and understanding of the National Incident Management System (NIMS) and the National Response Plan (NRP) for how Federal, State, and local agencies work together in an emergency response situation.

Exercise Schedule

8:30 a.m.

Registration

9:00 a.m.

Welcome and Introduction

9:15 a.m.

Scenario overview

9:30 a.m.

Module 1 – Pre-Incident
Facilitated Discussion


Break

10:30 a.m.

Module 2 – Incident
Situation Briefing

Facilitated Discussion

11:30 a.m.

Module 3 – Post-Incident




Situation Briefing
Facilitated Discussion

12:30 p.m.

Lunch Break
1:00 p.m.

Review and Evaluation

1:30 p.m.

Closing Comments
Module 1 – Pre-Incident
Background – The Face of Terrorism in America
September 11th, 2001 was not the first time America felt the effects of terrorists on American soil.  As an example, the Puerto Rican based Fuerzas Armadas Liberacion Nacional (or Armed Forces of National Liberation – FALN) have perpetrated many terrorist acts over the past fifty years.    From 1974 to 1983 this group was responsible for twenty-nine bombings in New York City, eleven bombings in Chicago, and two bombings in Washington, D.C.  One of the most notable bombings was in the LaGuardia airport in 1975.  

On Friday, February 26, 1993, a small cargo truck with less than 2,000 pounds of an ammonium nitrate bomb exploded in the second level basement parking area of the World Trade Center in New York City.  This was the work of a “state sponsored” group that is opposed to American ideals.  Another ammonium nitrate bomb, this one estimated at 4,800 pounds, exploded in a typical rental truck outside the Murrah Federal Building in Oklahoma City on April 19, 1995.   

The important aspect of this brief history should serve to illustrate the preference for conventional explosives to accomplish the lethal and disruptive purposes of the aggressor.

Thursday, June 30 – Columbia, STATE OR CITY
Today, two unknown individuals are observed taking pictures of the Federal Building in Columbia, STATE OR CITY and the Marriott Hotel on the corner of Main and Hampton Streets.  A few passer bys notice, however they do not get a clear look at the individuals.  One person informs a Columbia Police Officer around the corner, and when they return to the Federal Building the two unknown individuals were gone.
Friday, July 1 – Columbia, STATE OR CITY
The Federal Bureau of Investigation (FBI) has received intelligence that many Federal Buildings in the southeastern United States have been photographed by unknown individuals.

Saturday, July 2 – Columbia, STATE OR CITY
The FBI receives a bulletin stating that an unknown vehicle has been left, apparently abandoned, at the Federal Building in Atlanta, GA.  It contained bomb making instructions and maps of SE regional capitals and regional cities.  The FBI releases a warning to be on the lookout for suspicious persons or vehicles near Federal buildings and that a car bombing of a building can occur anywhere in the southeastern United States.
Key Issues

1. Two unknown individuals are observed taking pictures of the Federal building in downtown Columbia, SC
2. The FBI has received intelligence that many Federal Buildings in the southeastern United State have been photographed by unknown individuals.
3. The FBI receives a bulletin stating that an unknown vehicle has been left, apparently abandoned, at the Federal Building in Atlanta, GA.
4. The car contained bomb making instructions and maps of SE regional capitals and regional cities.
Task

Based on the information provided, participate in the discussion concerning the issues raised in Module 1. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time.

Module 1
Questions

The following questions are provided as suggested general subjects / areas that you may wish to address as the discussion progresses.  These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question in this section.

Local
TBD at MPC
What agency processes the abandoned vehicle for evidence?  
How would your department secure critical infrastructure sites?

How would you enforce specific building codes/standards that address safety, structural integrity, and physical security? 

Would you at this point implement a buffer zone and protection plan at critical sites?
Does your department have the resources to leverage Information collection efforts without compromising the ability to carry out day-to-day responsibilities within your jurisdiction?

What threshold would determine the establishment of a Incident Command System?

State

TBD at MPC
What threshold would determine the establishment of a Incident Command System?

How would you eliminate duplication of effort in Investigating nature and source of threat?

Would your State Police establish a system, center, or task force to serve as a clearing house for all potentially relevant domestically generated terrorism data and information to ensure interpretation and assessment of the data and information?
Would you establish incident command at this point, if so who is the incident commander and what is the make up of the structure?

How would your detectives ensure terrorism-related information collected is identified and forwarded to appropriate investigative agencies?

How is support for Federal intelligence and surveillance information collection augmented?
How would your department develop regional and state indications and warnings? 
Federal

TBD at MPC
How would your department secure the Federal building and its employees ?

What agency processes the abandoned vehicle for evidence? 

What intelligence information, or a specific event would trigger the exchange of information between the law enforcement and possibly the public health communities?
How would your agency establishing and maintaining real-time communications links to other Federal agencies at the national level, as well as appropriate state, regional and nongovernmental concerns elements of the private sector?
How would you eliminate duplication of effort in Investigating nature and source of threat?

How would you design a  intelligence cycle to ensure that all appropriate agencies and organizations at all tiers of government receive restricted information on a need-to-know basis, as pre-defined by the task force or central authority?
What procedures would your office develop to enhance sharing of intelligence information within and between regions and States with Federal and local agencies?

What technical assistance and or security planning efforts can be offered to State and Local agencies?

Would you recommend A JOC be established and staffed in this preincident, pre-emptive role in support of a

this “watch mode”?

Module 2 – Incident
9:00 a.m. Thursday, July 14 – Columbia, STATE OR CITY
Thursday July 13th promised to be an exciting day as Summer Fest, a block party celebrating everything great about summertime in the south, continued in downtown Columbia.

The crowd had begun to fill Main Street outside the former Adams Mark hotel, on the corner of Main and Hampton Streets.  Two late model sedans drove toward the traffic barriers that had been placed to block off the street.  The first vehicle crashed into the wooden saw-horse barriers and veered to the right, into the crowd.  Within seconds, the second vehicle sped through the opening in the barricades and turned sharply to the left, crashed through the glass windows of the Palmetto Center, and came to rest in the common lobby of the two buildings.  The driver of the second vehicle calmly sat in the driver’s seat, raised his hands above his head, and pushed the small button he held in the palm of his right hand.  The resulting explosion creates a partial collapse of three floors of the concrete and steel reinforced building.  Several small fires have ignited in and around the building.

9:04 a.m. – Initial Response
Multiple telephone calls come in to 9-1-1.  The fire department, police department, and EMS are originally dispatched to an unknown type of explosion with smoke in the area.  Columbia PD confirms the building damage upon arrival of the first Officer. The air hangs like a thick curtain filled with the dust and smoke from the shattered building.  Cries of pain, panic, and anguish pierce the eerie silence in the aftermath of the explosion. The scene is reminiscent of Oklahoma City, with dazed and injured civilians doing what they can to help those more severely injured as City of Columbia and Richland County emergency responders arrive at the scene.  Although the mechanism of injury is not immediately apparent, several people in the street crowd were injured by the first vehicle while many others were injured as a result of the explosion.  Damage from the blast lessens as distance from the hotel and office buildings increases.  No other buildings have collapsed as a result of the explosion.

9:30 a.m. 

The first Federal Bureau of Investigation (FBI) agents from the Columbia Field Office arrive on scene.

10:00 a.m. Thursday, July 14 – Columbia, STATE OR CITY
The State Emergency Operations Center has been activated to OPCON 1.
The first SLED agents have arrived on scene.

Major media outlets have picked up the story and have converged on the scene.

10:30 a.m. 

Local hospitals report an overflow of walking-wounded seeking medical attention.  The surge capacity at all hospitals close to the scene has been exceeded.

Palmetto Health Baptist has closed as a result of blast damage.

Summary of Casualties*
Estimated fatalities
approximately 200

Estimated level-1 trauma patients
20

Non-life threatening injuries
80

Estimated missing / unaccounted for
120

*Casualty information as of Thursday, July 14, 1:30 p.m.

Key Issues

1. A car explodes outside the Federal building in Columbia, SC.
2. First responders arrive on scene.
3. SEOC is at OPCON 1 and first SLED agents have arrived on scene.
4. FBI agents from the Columbia field office arrive on scene.
Task

This module describes representative activities occurring after the first hour of response.   Participate in the discussion concerning the issues arising out of the current situation.   Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time.

Module 2
Questions

The following questions are provided as suggested general subjects / areas that you may wish to address as the discussion progresses.  These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question in this section.

Incident Site
TBD at MPC
Who is the incident commander and what does the ICS structure look like?
Where does the IC secure the perimeter, set up operation areas, and establish hazard control zones (i.e., hot, warm and cold zone)?

What are the rescue considerations for decontamination, triage, treat and transport victims?
How is the scene secured and evidence treated at a crime scene?
Where is the security perimeter established?
How is the potential secondary hazards/devices handled ?

What additional assistance is needed at the scene?

How are potential conflicts between law enforcement authorities, who view the incident as a crime scene, and other responders, who view it as a hazardous materials or disaster scene handled? 

City/County

TBD at MPC
How is the proper universal precaution information determine and distributed? 
Would you establish incident command at this point, if so who is the incident commander and what is the make up of the structure?
Where would you obtain and how would you distribute proper PPE necessary for this event?
How would your jurisdiction support the Incident Commander at the scene?
What procedures would allow the intelligence cycle to ensure that all appropriate agencies and organizations at all tiers of government receive restricted information on a need-to-know basis? 
State
TBD at MPC
How would the State facilitate a prosecutorial and judicial structure, process, collaboration, and expertise that  would enhances successful prosecution of terrorist?
How does the lead State investigators coordinate State efforts with the FBI Joint Operation Center? 
How does your Tactical Units ie, SWAT, Explosive Disposal Units, communicate with Federal and local departments?  
Who is the lead investigative agency?

Federal

What is the Investigations Unit Coordinator’s strategy for directing the collection and management of investigative information and evidence?
How do you relay to Local and State officials that you are the lead in the criminal investigation related to this incident, and the SIOC is the focal point for all intelligence related to the investigative law enforcement response to the incident?

What can be expected when the Special Agent in Charge (SAC) notifies Strategic Information and Operations Center ?
Module 3 – Post-Incident
Summary of Casualties*
Fatalities
Approximately 300

Hospitalizations
Approximately 173

Treated and released
Approximately 200

Worried Well
Approximately 300

Missing
75

*Casualty information as of July 14, 6:00 p.m. 

DMORT

A Federal representative has informed you that a Disaster Mortuary Response Team is enroute to Columbia and will arrive in 12-hours.

US&R
Your request for Federal US&R teams has been approved.  The first rotational team is scheduled to arrive within 24 hours.

9:00 p.m.
FBI agents from Quantico, VA and Washington, DC arrive in Columbia, SC, to support the on-going investigation as the lead Federal agency.

X:XX 
Joint Operations Center is established.

7:00 p.m. Thursday, July 14 – Statement by President 
President makes a live statement from Washington, DC.  The USDHS Secretary, the Attorney General, and the FBI Director are in attendance along with other agency representatives.  The President announces that numerous Federal resources are being made available to STATE OR CITY authorities for use in Columbia.  President Bush also states that the Federal Disaster Declaration was signed.  The President assures the American people that the Federal government is committed to rapid apprehension and prosecution of all of the perpetrators of this horrific terrorist attack.

Key Issues
1. A State of Emergency is declared for Richland and Lexington Counties.  A Federal Disaster Declaration has been made, and Federal assistance is forthcoming.
2. State and Federal assets have been requested and their arrival must be coordinated. 
3. A JOC is formed.
Task

This situation update describes the first 10- hours of the incident. Participate in the discussion concerning the issues arising out of the current situation.  Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time.

Module 3
Questions

The following questions are provided as suggested general subjects / areas that you may wish to address as the discussion progresses.  These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question in this section.

Incident Site/JOC
TBD at MPC
Where would you locate the JOC? 
 How would your agency Liaison with the FBI at the JOC?
How is the crime scene secured for an extended period of time?
How are human remains handled?  

City/County
TBD at MPC
What building in your community is sufficient in size and security for extend period of time for numerous local, state  and Federal investigators?
Identify needed regulation which would take effect under the State of Emergency.
What procedures have been establish safe handling procedures for criminal investigators and other personnel who handle fatalities or are involved in identification of the dead (fingerprinting etc.). 
State
TBD at MPC
Identify needed regulation which would take effect under the State of Emergency?
How does State Emergency Management support local consequence management to coordinate requests for Federal assistance through FEMA Regional Operations Center (ROC)
What Mutual Aid Agreements are needed? Would the National Guard be needed to augment State Police? How would you handle Title 10 concerns?
How would the State make requests to JOC.

How would you allow for  outside Law Enforcement departments to work in your jurisdiction? 

FEDERAL

Where and who is assigned to the command post to manage ie. Command, Operations, and Operations Support, and how is participation of other agencies, accommodated? 

How are teams developed to address laboratory testing, the mass fatalities as evidence, legal problems, and public information? 

Appendix A
AREA MAP

Appendix B
Terms of Reference

This glossary has been developed to capture lists acronyms/terms used in this document as well as those that commonly occur when in responding to a wide array of emergencies.

AAR
After -Action Report

AMS
Atmospheric Monitoring System

ANG
Air National Guard

ARNG
Army National Guard

ASD (SO/LIC)
Assistant Secretary of Defense (Special Operations/Low-Intensity Conflict)

BATF
Bureau of Alcohol, Tobacco, and Firearms (U.S. Treasury Department)

B-NICE
Biological, Nuclear, Incendiary, Chemical, and Explosive

C2
Command and Control

C3
Command, Control, and Communication

CADRE
Community Agency Disaster Relief Effort

CAO
Chief Administrative Officer

CAT
Crisis Action Team 

CCP
Casualty Collection Point

CDC
Centers for Disease Control and Prevention

CDR
Commander

CDRG
Catastrophic Disaster Response Group

CERCLA
Comprehensive Environmental Response Compensation and Liability Act

CINC
Commander-in-Chief

CISD
Critical Incident Stress Debriefing

CISM
Critical Incident Stress Management

CMG
Consequence Management Group

COBRA
Chemical, Ordnance, Biological, Radiological Advance 

CONPLAN
Concept of Operations Plan

CP
Command Post

CRTF
Commander, Response Task Force 

CSG
Coordinating Subgroup on Counterterrorism

CST
Civil Support Team

DALO
Disaster Area Liaison Officer

DCE
Defense Coordinating Element

DCO
Defense Coordinating Officer

DDC
Disaster District Committee

DEM
Division of Emergency Management

DEP
Department of Environmental Protection

DEQ
Department of Environmental Quality

DEST
Domestic Emergency Support Team

DFO
Disaster Field Office

DHHS
Department of Health and Human Services

DMAT
Disaster Medical Assistance Team

DMORT
Disaster Mortuary Operational Response Team

DOA
Dead on Arrival

DoD
Department of Defense

DOE
Department of Energy

DOJ
Department of Justice

DOMS
Director of Military Support

DOS
Department of State

DOT
Department of Transportation

DPS
Department of Public Safety

DPW
Department of Public Works

DRTF
Disaster Relief Task Force

DTRA
Defense Threat Reduction Agency

DTRG
DoD Technical Response Group

DWI
Disaster Welfare Inquiry

EAS
Emergency Alert System

EBS
Emergency Broadcast System

ED
Emergency Department

EDT
Explosive Device Team

EHS
Environmental Health Services

EIS
Epidemic Intelligence Service

EMA
Emergency Management Agency

EMS
Emergency Medical Services

EMT
Emergency Medical Technician

EOC
Emergency Operations Center

EOD
Explosive Ordnance Disposal

EOP
Emergency Operations Plan

EPA
Environmental Protection Agency

EPLO
Emergency Preparedness Liaison Officer

ER
Emergency Room

ERT-A
Emergency Response Team – Advance Element

ERT-N
Emergency Response Team – National Element

ESD
Emergency Services Director

ESF
Emergency Support Function

EST
Emergency Support Team

ETA
Estimated Time of Arrival

FAA
Federal Aviation Administration

FAsT
Field Assessment Team

FBI
Federal Bureau of Investigation

FCO
Federal Coordinating Officer

FDA
Food and Drug Administration

FEMA
Federal Emergency Management Agency

FOIA
Freedom of Information Act

FOSC
Federal On-Scene Coordinator

FRP
Federal Response Plan

FSE
Full-Scale Exercise

GSA
General Services Administration

HazMat
Hazardous Materials

HHS
Department of Health and Human Services

HIT
Hazardous Incident Team

HMRT
Hazardous Materials Response Team

HMRU
Hazardous Materials Response Unit (FBI)

HQ
Headquarters

HQDA
Headquarters Department of Army

HSAS
Homeland Security Advisory System

HVA
Hazards Vulnerability Analysis

IC
Incident Commander

ICP
Incident Command Post

ICS
Incident Command System

IED
Improvised Explosive Device

IICT
Interagency Intelligence Committee on Terrorism

IRP
Improved Response Program

ISD
Independent School District

JEPIC
Joint Emergency Public Information Center

JIC
Joint Information Center

JIS
Joint Information System

JOC
Joint Operations Center

JPIC
Joint Public Information Center

JTF
Joint Task Force

JTTF
Joint Terrorism Task Force

LE/LEA
Law Enforcement/Law Enforcement Agency

LFA
Lead Federal Agency

LNO
Liaison Officer

MACC
Multi-Agency Coordination Center

MACDIS
Military Assistance for Civil Disasters

MATF
Multi-Agency Task Force

MCI
Mass Casualty Incident 

ME
Medical Examiner

MEDEVAC
Medical Evacuation

MERGE
Mobile Emergency Response Group and Equipment

MERS
Mobile Emergency Radio System

MICU
Mobile Intensive Care Unit

MMRS
Metropolitan Medical Response System

MOPP
Mission Oriented Protective Posture

MOU
Memorandum of Understanding

MSCA
Military Support to Civil Authorities

MSDS
Material Safety Data Sheet

MSU
Management Support Unit

NAMRI
Naval Medical Research Institute

NBC
Nuclear, Biological, and/or Chemical

NCA
National Command Authority

NCP
National Oil and Hazardous Substances Pollution Contingency Plan

NCS
National Communications System

NDMS
National Disaster Medical System

NIH
National Institutes of Health

NIOSH
National Institute of Occupational Safety and Health

NMRT
National Medical Response Team

NSC
National Security Council

OA
Operational Area

ODP
Office for Domestic Preparedness

OEM
Office of Emergency Management

OEP
Office of Emergency Preparedness

OER
Office of Emergency Response (HHS)

OES
Office of Emergency Services

OPS
Operations

OSC
On-Scene Coordinator

OSHA
Occupational Safety and Health Administration

PAO
Public Affairs Officer

PDD
Presidential Decision Directive

PIO
Public Information Officer

POC
Point of Contact

PPE
Personal Protective Equipment

PTSD
Post-Traumatic Stress Disorder

PWD
Public Works Department

R&R
Rest and Rehabilitation

RA
Resident Agency

ROC
Regional Operations Center

RRT
Rapid Response Team

RTF-W/E
Response Task Force-West/East

SAC
Special Agent-in-Charge (FBI)

SCEMD
STATE OR CITY Emergency Management Division

SCO
State Coordinating Officer

SEPLO
State Emergency Preparedness Liaison Officer

SFO
Senior Federal Official

SIOC
Strategic Information Operations Center

SITMAN
Situation Manual

SITREP
Situation Report

SLED
STATE OR CITY Law Enforcement Division

SOG
Standard Operating Guidelines

SOG
Special Operations Group (FBI)

SOP
Standard Operating Procedure

SSA
Supervisory Special Agent

SWAT
Special Weapons and Tactics

TARU
Technical Advisory Response Unit

TEU
Technical Escort Unit

TEW
Terrorist Early Warning (Group)

UCS
Unified Command System

US&R / US&R
Urban Search and Rescue

USA
U.S. Army

USACE
U.S. Army Corps of Engineers

USAF
U.S. Air Force

USCG
U.S. Coast Guard

USDA
U.S. Department of Agriculture

USDHS
U.S. Department of Homeland Security

USJFCOM
U.S. Joint Forces Command

USMC
U.S. Marine Corps

USN
U.S. Navy

USPHS
U.S. Public Health Service

VA
Department of Veterans Affairs

WHO
World Health Organization

WMD
Weapon(s) of Mass Destruction 

WMDOU
Weapons of Mass Destruction Operations Unit (FBI)

W-NMRT-WMD
West-National Medical Response Team-Weapons of Mass Destruction
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