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Preface

The Energy Assurance Plan (EAP) Tabletop Exercise (TTX) Situation Manual (SitMan) provides exercise participants with all the necessary tools for their roles in the exercise, and it is tangible evidence of the State of Wisconsin’s commitment to ensure public safety through collaborative partnerships that will respond to any energy emergency.

The EAP TTX is an unclassified exercise. The control of information is based more on public sensitivity regarding the nature of the exercise than on actual exercise content. Some exercise material is intended for the exclusive use of exercise planners, facilitators, and evaluators, but players may view other materials deemed necessary to their performance. The SitMan may be viewed by all exercise participants.

All exercise participants should use appropriate guidelines to ensure proper control of information within their areas of expertise and to protect this material in accordance with current jurisdictional directives. 
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1.
The title of this document is the Energy Assurance Plan (EAP) Tabletop Exercise (TTX) Situation Manual (SitMan).

2.
The information gathered in this SitMan is For Official Use Only (FOUO) and should be handled as sensitive information not to be disclosed. This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives. Reproduction of this document, in whole or in part, without prior approval from the State of Wisconsin is prohibited.

3.
At a minimum, the attached materials will be disseminated only on a need-to-know basis and, when unattended, will be stored in a locked container or area offering sufficient protection against theft, compromise, inadvertent access, and unauthorized disclosure.

4.
For more information, please consult the following points of contact (POCs):

Exercise Planning Team
Dave Jenkins, Office of Energy Independence

Eva Robelia, Office of Energy Independence
Tom Mattioli, Wisconsin Emergency Management

Scot Cullen, Public Service Commission

Andrew Kell, Public Service Commission

Introduction

Scope

The scenario used for the EAP TTX is an incident of cumulative events affecting or disrupting critical infrastructure elements to include the energy sector. These events are intended to disrupt certain elements of critical infrastructure, potentially leading to cascading effects within other facets of Wisconsin’s economic and societal structures, as well as state government’s ability to monitor and manage emergency services and responders.

Exercise Goal and Objectives
· Assess the Energy Assurance Plan to identify strengths and areas for improvement

· Identify and understand energy assurance roles and responsibilities of respective state agency stakeholders

· Evaluate Wisconsin interagency coordination (standard operating procedures, communications and decision support mechanisms) incident response vertically and horizontally

· Identify public/private interface communications and thresholds of coordination to support response and recovery

Participants

The various types of participants in the exercise are as follows:

· Players respond to the situation presented based on expert knowledge of response procedures, current plans, and procedures in place in their agency.
· During the discussion, observers support the group in developing responses to the presented situation; however, they are not participants in the moderated discussion period.

· Facilitators provide situation updates and moderate discussions. They also provide additional information or resolve questions, as required. Key planning committee members may also assist with facilitation as subject matter experts (SMEs) during the TTX.

· Evaluators observe and record the discussions during the exercise, participate in the exercise review, and assist with drafting the After Action Report (AAR).

· The role of SMEs is similar in that of observers, but players may ask SMEs specific questions about their agencies, policies, or areas of expertise. 

Exercise Structure

This exercise is a combination of presentations and group discussions. The Speakers will address issues involving response planning, interagency communications and legal authority.  The discussion based modules begin with a multimedia update that summarizes the key events occurring within that time period. Following the updates, participants review the situation and engage in discussion of appropriate response issues. 
Each exercise participant will receive this Situation Manual (SitMan), which provides a written scenario and situation updates. Following each module is a series of questions that highlight pertinent issues for consideration during the exercise.

Exercise Guidelines and Ground Rules
The following guidelines and ground rules apply to this exercise:

· This is not a test.  It is a simulated exercise where varying viewpoints, even disagreements, are expected. This is intended to be an open, low-stress environment.

· The exercise setting is the ideal opportunity to consider different approaches and suggest improvements to current resources, plans, and training.

· Responses should be based on current capabilities.

· Use the open issue list for any item that is not directly related to the discussion at hand.

· Avoid sidebar discussions.

· Please turn off electronic devices.  
Exercise Agenda
9:30 - 9:45
Registration 
9:45 - 10:15
Introductions and Expectations
                         SEMINAR
10:15 - 11:45
Speaker Presentations
· Jeff Pillon, NASEO – Overview of Federal energy preparedness
· Andrew Kell, PSC —Overview of ESF-12

· David Jenkins, OEI – Overview of Wisconsin Energy Assurance

· Larry Reed, WEM – Overview of WEM roles and responsibilities during an emergency. /Legal Authorities.
11:45-12:00
Break
12:00 - 12:45
Lunch Presentation:
Mike Lettman, DOA   - Cyber Security for the State and Energy Systems

12:45-1:00
Break
1:00 – 3:30
TABLE TOP EXERC ISE
                        Modules1, 2, 3

3:30-4:00 
Hot Wash 
                        Closing Comments

Speaker Biographies and Presentations
Jeff Pillon, National Association of State Energy Officials
Jeffrey R. Pillon is the Director of Energy Assurance for the National Association of State Energy Officials (NASEO).   In this capacity he provides technical support to states who have received $38 million nationally to update their energy emergency response plans and plans to enhance the resiliency of critical energy infrastructure.  He is also the NASEO Midwest Regional Coordinator and provides supports to Midwest States for the State Energy Programs and other State energy indicatives.  In addition, Mr. Pillon has a Special Term Appointment to Argonne National Laboratory, Infrastructure Assurance Center.

Mr. Pillon has lectured nationally on energy assurance planning and preparedness and is the principal author of the State Energy Assurance Guidelines developed by NASEO and the National Association of Regulatory Utility Commissions (NARUC).   He helped design and conduct a series of multi-state regional energy emergency exercises and after action workshops.  He serves on the Government Coordinating Council for the Energy Sector under the National Infrastructure Protection Plan and is a member of the Electric Power Research Institute’s Energy Efficiency/Smart Grid Public Advisory Group.  He is the past chair the NASEO Energy Data and Security Committee and a past chair of the NARUC Staff Subcommittee on Critical Infrastructure. 

Mr. Pillon worked for the State of Michigan from 1973 to 2009.  During this time he was Manager of Energy Data & Security for the Michigan Public Service Commission and was responsible for monitoring energy supply and demand, short term energy forecasting, emergency preparedness and management of the Commission’s website and information technology applications.   He also served as the Emergency Management Coordinator for the Michigan Department of Energy, Labor & Economic Growth and worked in the State Emergency Operation Center.  He was a member of the Michigan Homeland Security Preparedness Committee; Michigan Homeland Security Advisory Council; chaired the Michigan Critical Infrastructure Protection Committee and later co-chaired of the Energy Sector Committee of the Michigan Infrastructure Coordinating Committee. 

Education:  
Michigan State University in Political Science
Contact:  
jpillon@naseo.org




(517) 580-7626  office

Andrew Kell, Public Service Commission
Andrew is a Program and Policy Analyst for the Public Service Commission of Wisconsin.  He started working at the Commission in May of 2010 on coordinating energy assurance planning and analyzing energy efficiency and conservation programs.

While completing his graduate degree at the La Follette School of Public Affairs at UW-Madison from 2008-2010, he was an intern energy analyst at Clearspring Energy Advisors.  He also served in Peace Corps-Kazakhstan from 2004-2006.

Education:
B.A. in English, University of Wisconsin-Oshkosh, 2002



M.P.A., University of Wisconsin-Madison, 2010

Energy Analysis and Policy Certificate, University of Wisconsin-Madison, 2010

Contact:
andrew.kell@wisconsin.gov


608-266-1124

David J. Jenkins, Office of Energy Independence

David Jenkins is the Director of Commercialization and Market Development for the Wisconsin Office of Energy Independence, an office created by former Governor Jim Doyle in April 2007 to advance renewable energy and bio-products development in Wisconsin.

From 1995-2007 he was the manager of the Wisconsin Electric Cooperative Association, the trade association for Wisconsin’s 26 consumer-owned electric utilities. 

Prior to that, he worked in the petroleum marketing business for ten years, managing the state’s second-largest chain of independently owned fuel outlets and convenience stores. He served as a Congressional staff member to U.S. Rep. Al Baldus from 1975-1978.

His current responsibilities include expanding markets for renewable energy in Wisconsin, assisting entrepreneurs and businesses in commercializing new fuel and power technologies, helping to direct federal and state funding to increasing Wisconsin’s renewable resources, and serving as a part of a team to advance the goal of obtaining 25% of Wisconsin’s transportation fuels and electric power from renewable sources by 2025. 

Education: 
B.A., University of Wisconsin, 1975

                  
MBA, UW-La Crosse, 1984

Contact: 
davidj.jenkins@wisconsin.gov
           

608-264-7651 office
           

608-220-4679  cell
Larry Reed, Wisconsin Emergency Management
Larry has worked for Wisconsin Emergency Management for 26 years. This includes eight years in the Radiological Emergency Preparedness Program working on plans for the areas around nuclear power plants and 15 years as the Southwest Region Director and two years as Response Section Supervisor. 
Currently, Larry serves as the Deputy Administrator and the Director of the Bureau of Planning and Preparedness. He has completed the FEMA Professional Development Series and is a Level IV Certified Emergency Manager. Larry served in the FEMA Disaster Field Office in New York City after September 11 where he worked as a member of a planning team that developed a long term recovery plan for the State of New York. 

He is retired after 30 years of service with the Monona Fire Department. Larry also teaches Emergency Management at the University of Wisconsin-Green Bay.

Education: 
B.A., University of New Orleans in History



Masters in Geography, University of Wisconsin- Madison

Contact: 
 Larry.Reed@wisconsin.gov


608-242-3203 office

Mike Lettman, Wisconsin Department of Administration
Mike Lettman is the Chief Information Security Officer (CISO) for the State of Wisconsin.  He is responsible for auditing, specifying, architecting and developing security standards, systems and policies.  In addition he is the state’s advocate for security awareness to reach out to business, local government and education.  He has represented the State of Wisconsin Information Technology Security on a variety of industry committees including Wisconsin's Cyber Terrorism task force, Department of Homeland Security’s CIKR (Critical Infrastructure and Key Resources program) and the Governors Homeland Security Advisors Council Committee on Cyber Security.   He also is an executive committee member of the Multi State Information Sharing and Analysis Center (sponsored by the Department of Homeland Security).

Mike has a long history in technology and security.  He has over 24 years experience in IT, 18 years specifically in security.  He believes that security should be an asset, not a crutch for a business and he advocates business requirements to be the driving force behind security.

Contact: 
Mike.Lettman@wisconsin.gov


608-224-3898 office
Background

Energy is a vital resource for Wisconsin, powering farms, business, manufacturing, and the transportation of goods and services. The reliable supply of energy also plays a vital role in the security and the economic output of our state and nation.  Blackouts, or long term power outages from weather, mechanical failure or by criminal act, serve as a powerful reminder of the critical role that electricity plays in the everyday lives of people. 

Such an event in Wisconsin would be catastrophic and require cooperation and coordination between Federal, State and local resources. For Wisconsin, a severe ice or winter storm is the most likely cause for a long term power outage event, though other potential causes do exist. 

[image: image5.png]ICE
STORM
WARNING



Though such events are very infrequent, the risk of a long term power outage is very real and is one of the most significant natural disaster threats facing many of our communities. For example, the March 1976 ice storm was one of the worst natural disasters to hit Wisconsin. Ice accumulations of up to five inches were reported, and high winds of 60 mph made the situation worse. Up to 100,000 people were without power at the height of this storm.
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Most recently the February 1, 2011 storm affected as much as a third of the U.S. population, created blizzard conditions from the southern Plains to the upper Midwest, paralyzing grain and livestock operations and produced near-record snowfall. Ice and sleet created dangerous travel conditions and forced the cancellation of thousands of flights. The National Weather Service issued storm watches, warnings and advisories in more than 30 states.
Module 1 

Pre-Incident and Warning

October 22
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The entire Midwest experienced an extremely wet growing season causing crop loss, delayed harvesting and high moisture levels in the crops which would normally dry in the field.  Midwestern farmers attempt to quickly harvest their crops during a brief window of opportunity causing a surge of crops in need of drying.  Agricultural dryers are required for drying and are functioning but more propane is needed in the region to fully dry the harvest and save the crops.  
November 1
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Harsh cold weather throughout the month of October is placing additional strain on the already tight propane supply.  
The early onset of cold weather is causing great concern throughout Wisconsin and the Region.  Media reports that many low income families worry about being able to pay their bills and the fear of having their power shut-off.  Energy suppliers are working proactively to make sure customers set up payment arrangements to get them back on track.  
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Due to the propane shortage, Wisconsin is currently receiving approximately 500,000 gallons of propane a day, down from the normal 800,000 gallons per day. Truckers have been seen waiting in lines for hours or have been forced to travel greater distances to get propane, causing supply disruptions elsewhere.  Wholesale propane which normally costs $1.40 per gallon is currently $1.65.  

Hundreds of independent truckers are also on strike, slowing the movement of cargo containers including everything from fuel and furniture to frozen food.   Truckers nationwide are upset over wages, fuel costs and anti-union laws. According to the Associated Press, those striking want to be able to form unions and collectively bargain for better contracts from shipping and trucking companies that hire them out. Owner-operators of trucks are considered independent business people and are forbidden by federal price-fixing laws from negotiating or talking with employers in groups. 

November 2
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Several pressure alarms on the Mid-America Pipeline are activated on a liquefied petroleum gas line (propane). The line originates in Oklahoma and has a terminal in Janesville, WI.  Mid-America shuts down the line to investigate. 
Forecasters predict a massive SEVERE ice storm to move into Wisconsin within the next one to two days. 

KEY ISSUES

· Tight supply of propane for heating and agricultural needs

· Harsh cold temperatures set in

· Nationwide trucker strike

· Pressure alarm on LPG line
· Severe Ice Storm Forecasted
Task: 

Based on the information provided, participate in the discussion concerning the issues raised in Module 1.  Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.
Discussion Questions:
1. Based on the Energy Assurance Plan, what level of energy concern would this be?  

· Monitor/alert 

· Mild
· Moderate

· Severe
2. Based on the information presented, what are your top priorities at this time?

3. What would your agency/industry be doing right now?

4. Who would your agency/industry be contacting?

5. Would your agency/industry activate?

Module 2
Response

November 3 
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National Weather Service issues a Severe Winter Storm Warning for Iowa, Minnesota and Wisconsin for November 3 and 4. 

Sleet and freezing rain start falling throughout the state at 0300 hours on November 3.  Power lines and trees begin icing up with the first electrical outages occurring between 2100 and 2300 hours. Many Wisconsin Counties open their Emergency Operation Centers. WEM EOC is activated, as are the other States in FEMA Region V.
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                                                                                                                                                             Prolonged freezing rain and sustained, heavy winds bring down thousands of trees, hundreds of miles of power lines and telephone cables, and hundreds of distribution and transmission line structures.  The damage in Wisconsin is so severe that major rebuilding,(not repairing) of the electrical grid needs to be undertaken.
In most of the affected area, electricity is expected to be out for 3-5 weeks. Due to widespread power outages, state agency office buildings are without power.
It is determined that Mid-America line does not have a leak, but the high pressure alarms are still going off.  The line remains closed until further investigation is completed.
Natural gas supply to households is being maintained at distribution gateways due to backup generators, but due to impassable roadways the delivery of additional diesel fuel for these generators is at risk.  
November 4  
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More than 1.3 million households (~3-4 million people) are essentially without electrical power. Southwestern WI is most severely hit –La Crosse, Monroe, Juneau, Adams, Vernon, Richland, Sauk, Crawford, Columbia, Grant, Iowa, LaFayette, Green, Dane counties. 
Customers utilizing natural gas or propane for water and space heating do not have access to electricity causing their pilot lights and fans for forced air systems not operate. These homes without heat risk severe damage from freezing pipes during a power outage.

November 4
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Travel around the state is treacherous making it difficult for truckers to haul propane. Emergency Response vehicles and service repair trucks are severely hampered by conditions. 

7 deaths in Wisconsin reported due to the storm
KEY ISSUES

· Widespread power outages affecting 3-4 million people.
· Road conditions make it dangerous to transport fuel.  
· Communication lines are damaged.

· 7 deaths in Wisconsin reported due to the storm
Task: 
Based on the information provided, participate in the discussion concerning the issues raised in Module 2. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

Discussion/Questions:
1. Based on the information presented, what are your top priorities at this time?

2. Which elements in this scenario pertain to your agency and its role in ESF-12?

3. What level of an energy concern would this be?

a. Moderate?

b. Severe?

4. How would your agency be finding out about these energy issues?  And who would you be briefing? 

5. Who would be in contact w/ the Governor’s Office and what would you be suggesting?

6. Based on the Governor’s declaration of an Energy Emergency, what would your agency be doing right now? 

7. Who would your agency be contacting?

8. Would your agency’s COOP Plan be activated? 

a. Where would those emergency response staff go?

9. What coordination among agencies is necessary at this point? 

10. Who is answering media questions?

11. What type of messages would be sent out to the public?

12. Which events, if any, require significant monitoring and/or attention by staff in your agency, and which events need not be prioritized at this time?

13. Identify interdependencies relating to events in this scenario. Consider dependencies on infrastructure for all sectors of government, business, and citizen activity.

14. What information would staff in your agency need to know relating to events in this scenario, and what entities would be able to provide this information? 
15. Who in your agency is responsible for obtaining this information and who is responsible for decision making should any communication and/or action be warranted from your agency?
Module 3
Extended Response/Recovery

Thanksgiving Day
3 weeks have passed since the ice storm crippled the State/Region.  To date, 17 people have died due to the ice storm.
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 Milwaukee and the Fox Valley cities have been able to restore power to most of the area and up and running.  However the rural communities especially those in South West Wisconsin continue to be without electrical power as power lines are still being repaired.  In addition, propane supplies are running extremely low in rural communities. 

The roads in SW WI have improved as trees and lines have been removed but drivers delivering fuel (petro, propane, and natural gas) are now running up against driving restrictions. 

County EOC’s have received reports that some elderly people, who have been reluctant to seek emergency shelter, and are on the verge of losing heat in their homes.  
Farmers have been using back-up generators to milk their herds, but fuels (petroleum and propane) are starting to run low.  Farmers in Richland and Iowa Counties are asking for help. 
During the entire ice storm episode, a refinery in Illinois slowed down production.  To compensate for the reduction, the petroleum industry rerouted fuel to WI via tanker trucks from Missouri.  
While driving north on Highway 39/90 north of Janesville, a convoy of tankers get backed up on the highway as black ice formed making it impossible to climb the steep grade.  One tanker decides to find better traction but slides off the road, tips over and starts leaking fuel that spreads onto a nearby farmer’s field. 
KEY ISSUES

· Rural communities still without power.

· Truck driver restrictions.

· Farmers need help.

· Tipped tanker truck.

Task:
Based on the information provided, participate in the discussion concerning the issues raised in Module 3. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

Discussion Questions  
1. How would you be receiving this info?

2. What level of energy concern would this be?

a. Mild?

b. Moderate?

c. Severe?

3. Who is briefing the Governor?

4. What would your agency be doing?  

a. Monitoring?  

b. Making suggestions to the Governor?

5. How would you be activating staff and equipment?

6. What type of messages would be going out?

7. Which elements in this scenario pertain to your agency and its role in ESF-12?

8. Which events, if any, require significant monitoring and/or attention by staff in your agency, and which events need not be prioritized at this time?

9. Identify interdependencies relating to events in this scenario. Consider dependencies on infrastructure for all sectors of government, business, and citizen activity.

10. What information would staff in your agency need to know relating to events in this scenario, and what entities would be able to provide this information? 
11. Who in your agency is responsible for obtaining this information and who is responsible for decision making should any communication and/or action be warranted from your agency?

12. Would any of the events in this scenario change the level of the Emergency Operations Center? 

13. How would you be alerted to this incident?

14. Are Wisconsin critical infrastructure operators required to report system vulnerabilities to State emergency management planners or higher authorities? If so, what type of vulnerability or incident would rise to this level of reporting?

15. What type of forum exists for public and private entities to share system vulnerability information? Do these forums support near real-time sharing capabilities? 

16. What plans, policies, and/or procedures are in place to prevent or respond to an energy shortage? 

17. What coordination among agencies is necessary at this point? 

18. What resources or specialized personnel are available at the State and Federal levels?

19. What consideration is given to the release of this information to the media/public?
Energy Assurance Plan
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